[TPUJTOXKEHHUE Nel
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I.1. ¥rposs 6esonacuocrty NCPCOHANILHBIX aHHBIX, aKTYyanbHble npu obpa-
0oTke nepconanbHbIx AQHHBIX B HH(DOPMALMOHHEIX CHCTEMAX MEPCOHANbLHBIX AaH-
HBIX MYHHLHMIIAJIBHOM aBTOHOMHOM AOLIKONILHOM 00pa3oBaTenbHoM YUPCKIEHUH
ACTCKoro cama Ne 5 «Mopsiyoky MYHHLUMIIAIBHOrO 0OpasoBanus ropoa-kypopr ['e-
JICHIDKUK (nanee - AKTyanbhpie YIpo3sl O6e3onacHocTH HUCT1/1n), onpenencns s co-
OTBETCTBHH C 4acThIO S cTareu 19 DenepanbHOro 3akona or 27.07.2006 No 152-®3
«O nepconanbupx AQHHBIX», MMOCTAHOB/IEHHEM pasutenscrsa Poceniickoii Dejre-
pauun o1 01.11.2012 Ne 1119 «O6 YTBEPXKACHUHN TpeboBaHuii Kk 3amuTe NMepCoHap-
HBIX TaHHBIX MpH HX 00paboTke B HH(DOPMALMOHHBIX CHETeMaxX [IePCOHANBHBIX HaH-
HBIX», nprkazom DexepansHoii CIYKObI 110 TEXHHYECKOMY 1 9KCTIOpTHOMY KOHTp-
ojo (manee - GCTHK Poccun) ot 11.02.2013 No 17 «O6 yrBepsicnennn Tpe6osa-
HUH 0 3amuTe HHpOpMalmu, He CoCTaBnsIOWeH rocynapeTsennyio TaiiHy, coaepxka-
LICHCS B rOCY 1apPCTBEHHbIX HH(OPMALHOHHBIX CHCTeMax», npukazom OCTIK Poc-
cuu ot 18.02.2013 Ne 21 «O6 yrBepxkaenun Cocrasa u CONCPIKAHMSA OPraHu3aLHOH-
HBIX H TeXHHYECKHX Mep 1o obecnevenuio OesomnacHocTu NIEPCOHANIBHBLIX JJAHHBIX

TpedoBaHu K 3amyTe NMEPCOHATBHBIX JAHHBIX IS KAXKIOrO H3 YPOBHe# 3aiguinen-
HOCTH», Metoankoii onpenenenus AKTYANbHBIX yrpo3 6e3onacHocTy NePCOHAIb-
HBIX TaHHBIX NpH uX o6paboTke B HH(POPMALIHOHHBIX CHCTeMax MEePCOHANBHBIX JaH-~
HBIX, YTBEPKACHHOH 3aMeCTHTeeM mupexropa ®CTIK Pocenn 14.02.2008, MeTo-
AMYCCKHMHU  PEKOMEHIALUUSIMU 110 paspabotke HoOpMaTHBHbLIX MPABOBLIX aKTOB,
ONPEACTAOUMX yIrpo3sl GezonacHocTH NICPCOHANIBHBIX JIAHHBIX, AKTyallbHble ‘npu



00paboTKe nepcoHaNbHbIX JAaHHBIX B HHOOPMALMOHHBIX CHCTEMaX MepcOHANBHBIX
JAAQHHBIX, SKCIUTYaTHPYEMBIX MPH OCYLIECTBIEHHH COOTBETCTBYIOILIMX BHIOB jlesi-
TeNBHOCTH, YTBEPKAEHHBIMH pyKosojacTBOM 8-ro Llentpa ®CB Poccun ot
31.03.2015 Nel49/7/2/6-432, BazoBoii Mojenbio yrpo3 6e30MacHOCTH MepCoHab-
HBIX IAHHBIX TIPH UX 00paboTKe B MHMOPMALMOHHBIX CHCTEMAaX MepPCOHANbHBIX J1aH-
HBIX, YTBEPKAEHHOM 3aMmecTuTeneM aupexkropa ®CTIK Poccun 15.02.2008, u ban-
KOM JaHHBIX Yrpo3 OesonacHOCTH MH(pOpMaLyH, pa3MelleHHbIM Ha OQHIIMATEHOM
caiire DCTIK Poccuu (http://bdu.fstec.ru).

1.2. Axrtyanshbie yrposel Geszonacuoctu MCIT/IH cojepxar mnepeueHb ak-
TyaJbHBIX Yrpo3 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX TpH UX 00paboTke B MH-
(opMaLMOHHBIX CHCTEMAX MEePCOHANBHBIX AaHHbIX (nanee - UCTI){H) Mynuiunans-
HOT'O0 aBTOHOMHOI'O JOILIKOJILHOIO 00pa3oBaTe/IbHOr0 y4pekKaeHus aeTckiii cag No
5 «Mopsa40K» MyHHIMNATLHOrO 00pasoBanus ropoa-kypopt I'enenmkux (nanee -
MAJIOY n/c NoS «Mopsuok» ).

1.3. AxtyaneHble yrpossl 6e3onacHoctu MCITJIH nopiexar ajantaiint B Xo-
ae paspaborkn MAJIOY n/c NeS5 «Mopsuok» yacTHBIX Mozeneii yrpos GeszomacHo-
CTH MEPCOHANBHBIX NAHHBIX TS KaX10H nHpopMaunoHHOH cuctemsl (pance - UC).

1.4. Ilpu paspaGoTke 4acTHBIX Moeseil yrpo3 6€30MacHOCTH NePCOHATBHBIX
JAAHHBIX [POBOAMTCS aHAIM3 CTPYKTYPHO-(YHKUMOHANBHBIX XapakTepuctuk WC,
IKCIUIyaTupyemoi npu ocyectsiienun MAJIOY n/c NeS «Mopsiyok» dyHknuii U
MOJHOMOYHH, @ TaKKe MPUMEHSEMbIX B Hel MHOOPMALMOHHBIX TEXHOJIOIHIT H 0CO-
OeHHOCTelH ee QYyHKIMOHUPOBAHKS, B TOM YUC/e ¢ HCNoNb30BaHHeM Banka fanusix
yrpo3 6esonacHoctu uHdopMalmu.

1.5. B yacTHOH Mozenu yrpo3 6e30nacHOCTH MEPCOHANBHBIX JAHHLIX YKa3bLl-
BaKOTCSH:

onucanue UCII/n 1 ee cTpyKTypHO-(DYHKIIHOHAIBHBIX XapaKTEPHCTHK;

onucaHue yrpo3 0e30nacHOCTH NepPCoHaNbHBIX JaHHBIX C YYETOM COBOKYITHO-
CTH IMPEIOJIOKEHUI 0 crnocobax, MoAroTOBKE U MPOBEJICHHUN aTaK;

OfnucaHue BO3BMOKHBIX yszpumocteld MC, cnocoboB peanuzauuu yrpos 6es-
OMAaCHOCTH UHPOPMALIMK ¥ NOC/Ie/CTBHI HapylIeHni 6e30nacHocTH HHpOpMAIHT,

1.6. O6bexkramu unpopmaruzaunn 8 MAJIOY w/c No5 «Mopsuok» BhICTY-
naror UC, umeroniye cXoaHy0 CTPYKTYPY M OJHOTOYEYHOE MOJKIIOYEHHE K CeTIM
obuiero nosp3oBaHHs M (M) MHPOPMALMOHHO-TENEKOMMYHHKALMOHHONH CeTH
«Muteprer (nanee - ceth «MHTepHeT») yepes BbIAENICHHYIO HHPPACTPYKTYpY -
MEXKBEJIOMCTBEHHYIO CeTh nepesiaun aanueix KpacHoaapekoro kpas.

1.7. B 3aBHCHMMOCTH OT KOHKpeTHOT0 00bekTa HH(popMaTuzauun UC MAJIOY
a/c Ne5 «Mopsiuok» nensites Ha jBa BHA:

nokanbHas MC, paboume mecta u 6a3bl JaHHBIX KOTOPOW pacrosiokeHbl B
npejenax OJHOro 3aHus;

pacnpenenennas MC, paboune mecta KOTOPOii pacrnonoxkeHs! B npefitnax oa-
HOro 34aHusA, a 0a3bl JaHHBIX Xpaustcs u obpabarteiBatores B Llentpe ob6paborku
JAHHBIX aJIMUHUCTPALIUU Kpasi.

1.8. basel naunpix uHMGOpMaLMH, C HCMOIL30BAHHEM KOTOPBIX OCYIIECTBIIs-
foTCs cOop, 3amMch, CHCTEMATH3allks, HAKOMJIEHHe, XpaHeHue, yrouneniz (obuo-



BJICHHE, H3MEHEHHE) NePCOHATBHBIX JaHHBIX IpakaaH Poccuiickoii Denepauuu, Ha-
XOAATCsi Ha TeppuTopun Poccuiickoit Meaepaium.

1.9. Bsoa nepconanbubix ganusix 8 UC u BbIBO/L faHHBIX M3 UC ocymiecr-
BAAIOTCS ¢ HCNONB30BAHHEM OYMakHBIX M 3JIEKTPOHHBIX HOCHTENeH uHpopManmu.
B KauecTBe 3MeKTPOHHBIX HOCHTEIEH HH(POPMALIMK HCTIONB3YIOTCS YHTEHHbIE CheM-
HbIE HOCHTENIH MHMOPMALMKM M ONTHYCCKHE JMCKH. Hoctyn x UCIT/In orpanuuen
nepeyHemM paboTHUKOB OpraHu3atuii, ABIsSIOWUXCS Brageabiem UC.

1.10. Tlepenaya nepcoHanbHbIX JaAHHBIX B APYTHE OpraHU3alHuu U B TePPUTO-
PHATbHBIE OPraHbl (eiepanbHBIX OPraHOB HCIIOIHUTENBHOM BIACTH MO COTAM obute-
FO nojie30BaHus u (Mnu) cetd «MHTepHeT» OCYIIECTBISETCS ¢ MCHOMLAOBANIEM
CepTHOUUMPOBAHHBIX IHOPOBATBHBIX (KpunTorpau4eckux) cpecTB 3aiHThl HH-
(opmaunu (nanee - CK3H).

I.11. Konrponupyemoii 3onoii UC ssasiores aIMHUHHUCTPATUBHOC 37aHHe
MAJIOY n/c NeS «Mopsuok» u oTenbHble noMelenns. B npejenax KOHTDoIupye-
MOH 30HBI HAXOAATCS paboune MecTa MOJIb30BaTENICH, CEPBEPhI, CETEBOE U TENCKOM-
MyHHKauHoHHoe obopynosanue UC. Bue KOHTPOJIUPYEMOH 30HBI HAXOAATCS NHHIH
fIEPENIain TaHHBIX W TEICKOMMYHMKAIHOHHOE 060pyIOBaHuUE, MCIIONB3YeMOe 1S
MH(OPMALMOHHOr0 OGMEHa MO CeTAM OBIIErO MOIb30BAHMS u (unu) cetn «Uurep-
HETY.

I.12. B anpmunucTpatnBHeix 3nanusix MAJIOY we Nes «Mopstaoky:

AAOJIKEH OBITh OPraHM30BaH MPOITYCKHON PEKHM;

JIOTKHO OBITh MCKIIOYEHO HEKOHTPOIHpPYeMOe npebbiBaHHe IMOCTOPOHHNX
ATHIL 0 HEKOHTPOJMpYeMOe nepemMellieHne (BBIHOC 3a Mpeaeibl 3aHus) KoMITbIoTe-
POB H OPITEXHHKH;

MOMELLCHHS CO CPE/ICTBAMH BBIMUC/IHTE/BHOH TEXHUKH JI0MKHBI 6115 0Gopy-
AOBAHBI 3aTUPAIOLIUMUCA IBEPSAMH M ONEYaThIBAIOLIMMH YCTPOHCTBAMHK;

AOMOIHUTEILHO MOKET ObITh OPraHU30BaHO BHACOHAOIIONEHUE B KOpuaopax,
BECTHOIONAX U XOJLIax. ;

1.13. Bamura nepconanbupix ganusix B UC MAJIOY /e No5 «Mepauok» u
CeTsX 00LUero MmoJkb30BaHUs, MOAKIIOYAEMbIX K CETH «HMurepuer», obecneiusaercs
CpeACTBaMH 3alUMThI HHpopmauuy (nanee - C3U):

C3H1 or HecaHKUMOHMPOBAHHOIO Aocryna, cepruduuupoBanusimi GCTHK
Poccun, ne muxe 4 yposus KoHTpos OTCYTCTBHS HEICKIAPUPOBAHHBIX BO3IMOK-
HocTel (nanee - H/IB);

CPEACTBAMHM aHTHBMPYCHOM 3alMThl, cepTUdGUuMpoBanHbIMH DCTIK Pon-
CHM, He HIXKe 4 Kiacca; _ :

MEXCETEBbIMH SKpaHaMH, cepruduinposanabiMu PCTIK Poceun. se umie
3 knacca;

CK3H, dpopMupyrommmm BUPTYanbHble YacTHBIE CeTH (VPN), ceprudmumpo-
BaHHBIMU DPCB Poccuu 1o kiaaccy KC | u Bpiwe; 2

CHCTEMaMH OOHapyKeHHUs BTOPKEHHs He Huke 4 Kiacea;

CPCACTBOM TOCYapCTBEHHOH CHCTEMbl OOHApy KeHHsl, Mpeaynpes1eHus M
THKBHIIALMH TIOCICACTBUH KOMMBIOTEPHBIX aTak Ha MH(OPMALHOHHBIC PECYpPCHI
Poccwniickoit Menepanum. '



2. XapaKTepHcTHKHE Ge30nacHOCTH HHPOPMALIMOHHBIX CHCTEM
NEePCOHANbHBIX JaHHBIX

2.1. OcHOBHBIMYU CBOWCTBAMM OesonacHoCTH HHpOPMALIHK TBIIOTCS -

KOHQUACHLIHAIBLHOCTD - 0653aTelbHOE ISl CODIIO/ICHHS ONIEPaTOPON MK

HHBIM TOJTyYHBLIMM JIOCTYTI K ePCOHANBHBIM JaHHBIM JIMLIOM Tpebosanue e
AOCNYCKaTh MX pacnpocTpaHeHus 0e3 cornacus CyOBEKTa MEepPCOHANBHEIX AaHHBIX
WM HATTAYHS MHOTO 3aKOHHOTO OCHOBAHHS:

LHEJOCTHOCTL - COCTOSIHHE 3allMIEHHOCTH UHpopmanum, XapakTepusyemoe
cnocobnocteio UC obecrieunpats COXPAHHOCTb M HEH3MEHHOCTB HHAOPMA I 1pu
HONBITKAX HECAHKIMOHMPOBAHHBIX BO3AEHCTBHI Ha Hee B npouecce odpaborki win
XpaHeHHs;

AOCTYIHOCTE - COCTOsIHME HH(BOPMalH, MPH KOTOPOM CYOBEKTHI, ¥yelone
lipaBa ocTyna, MOryT peajan3oBarh HX GecnpensitcTBenHo.

2.2. Ilox akTyanbHbIMH Yrpo3amH 0e30MacHOCTH NEPCOHANBHBIX Al HLIX [10-
HHMACTCs COBOKYMHOCTH YCIIOBHH M (akropos, cosparoumx aKTyalubHYIO Onac-
HOCTh HECAHKUMOHMPOBAHHOIO, B TOM YHCIIe CIy4aHHOro, J0CTYNa K NMencorap-
HBIM TaHHBIM 1Ipu uX obpaborke B UC, PE3YBTATOM KOTOPOrO MOIYT CTaTh YHH-
HTOXeHHe, u3MeHeHue, G10KupoBaHue, KOMHpOBaHHe, MNpejoCTaBNEHHE, PACnNO-
CTPaHCHHE NIEPCOHANBHBIX JAHHBIX, 4 TAKIKE HHBIE HEeTNIpaBOMEpHbIE AeHCTRIA.

2.3. B 3aBucumocTH OT cocrasa 0OpabarbiBaeMBIX MePCOHANBHBIX 1711ITBIX 1
THIIa aKTyanbHBIX YIpo3 HeoOXO1HUMblif YPOBEHb 3aUIMLIEHHOCTH MEPCOH i
AAHHBIX Jutst Kaxa0i UCTI/IH onpenensiercs MHIAUBUAYAIIBHO.

2.4. Ina UCT Qs MAJIOY n/c NoS «MOpsIMOK» aKTyallbHBl Yrpo3nl Gezomnac-
HOCTH NEPCOHANBHBIX AAHHBIX TPETHEr0 THNA, He CBsI3aHHbIC C Hanmuumem 1113 g
CHCTCMHOM M NPHKJIAIHOM NPOrpaMMHOM 06ecreqeHun (naznee - T10), ucrionn3ye-
Mom B UC.

3. llpumenenue cpeacrs KpunTorpaduyeckoii 3aiurs MHpOpMaLuK B uH|opra-
[IHOHHBIX CHCTEMAX MePCOHATBHBIX JaHHbIX

3.1. AxryanbHOCTh lipuMenenus B UCIT[An MAJIOY a/c Nes «Mopauoky
CK3U onpenensercs Heo6xomuMocTsio 3ALUMTBI NMEPCOHANBLHBIX JAHHBIX. B TOM
HHCIe TP HHPOPMALMOHHOM OGMEHe 10 CeTsIM CBS3H obuiero monwzonaisg u
(uau) cetn «HUnreprery,

3.2. CK3HU npenasnauens: ais 3aIMTHI HHPOPMALMU OT AeHCTBHIT o CTOPO-
HBIL JIHIL, HE UMEIOLIMX 11PABO JOCTYIA K TOM HH(pOpMaLnK.

3.3. IlpunsteivMu OPraHH3aUHOHHO-TEXHHYECKMMH MepamMu B MAJIOV /¢
Ne5 «Mopstaok» pomkHa GBITH HCKTIOYeHa BO3MOKHOCTD HECAHKUMOHUPOBAITHOTO
AOCTYyINA MOTEHLUHATBHOIO HAPYIIUTENS K KIIOYeBOi undopmauuu CK3U. 7

3.4. Ilpm skeruyatawnu CK3U AOJIKHBI cobJIoaaTbes TpeGoBaHus e va-
TALIMOHHO-TEXHUYECKO JAOKYMEHTalMH Ha CK3HU H TpeHonalug
ACHCTBYIOLUMX HOPMATHBHBIX NPABOBBIX AKTOB B 00/1aCTH peanu3aunu 1 Hkciya-
Tauun CK3HU.



3.5. JIna obecnieuenus Ge3onacHOCTH MEPCOHANBHBIX JAHHBIX TIPH X 0(pa-
borke B UCIT/Ia ucnonssyiores CK3MU, NpOLICAUIME B YCTAHOBIEHHOM [10D4/1Ke
Npoueaypy OLUEHKH COOTBETCTBHS.

3.6. O6wextamu samutel B UCI /11 gBisroTes:

NEPCOHANBHbBIC JaHHbIE:

Cpe/ICTBA KpUNTOrpaduyeckoi 3auuThl MHGOPMaLHK;

cpesna pyukunonnposanus CK3U (nanee - Cd);

MHPOPMALIUS, OTHOCHILIANCSH K KPHITOrpaduyecKo 3aimuTe mepeonan. imnix
AQHHBIX, BKJIIOYAs KITIOYEBYIO, MAPOIBHYIO H ayTeHTUYHUHMPYIOLLYIO HH(OP AL
CK3H;

AOKYMEHTBI, 1eJ1a, )KYPHAIIbl, KAPTOTEKH, U3JAAHUS, TEXHUYECKHE JIOKYMEHTBI,
paGoune mMaTepuansl U T. Nn., B KOTOPBIX OTpakeHa 3alMinaemasi HHQOpMailiis, oT-

Hocsmasest Kk UCIT/Qu u ux kpunrorpaduueckoii 3alInTe, BKIKOYAA JOKYMCIITHIO
Ha CK3U u Ha Texunueckue u IPOrpaMMHbI€ KOMIIOHEHTBI CPeibl (PYHKITHO111 () 3a-
Hust CK3U;

HOCHTEJIH 3alllMiiaemMoit uHpopMalmy, ucronsiyemeie B UC B npouecce
KPUNTOrpahu4eckoil 3alinThl MEPCOHATBHbIX JAAHHBIX, HOCHUTENH KIOYeroi. na-

PONLHOH 1 ayTenTUGHUMpYIowed undopmanun CK3U u NOPSIIOK JAOCTYNA i 1111

HCIOJIb3yeMble HH(DOPMAILIMOHHOH CHCTEMO KaHaIb (TMHHUHU) CBsI3IT. 111 T10-
yas KabebHBIe CHCTEMBI;

OMEIICHHA, B KOTOPBIX Haxomsntcs pecypesl UC, umeromme oTHOMIC 11 K
KpUNTOrpahu4eckoil 3almre MepcoHaibHBIX JaHHBIX.

3.7. Peanusaumus yrpos Gezonacuocty MEePCOHANBHBIX AaHHbIX, 00palaTiinae-
MbIX B MCI1/TH, onpesensieTcs BO3MOKHOCTSMHM HCTOYHHKOB ATAK. Ha ocroviinn
MCXOHBIX JaHHBIX 00 00BEKTaX 3alUMTHI U HCTOYHMKAX aTak B Tabmume | 110 1A~
HOY /e Ne5 «Mopsiyoxy onpenesneHbl 0000UICHHBIE BO3ZMOKHOCTH 11CT0 11 FOB
aTax.

__TaGanma ]
1 ——
1. Bo3aMoxHOCTH camocTosTe IbHO OCYLIECTBILATL CO3aHne CrnocoboB arak, moaro- |
TOBKY ¥ IIPOBCICHHE ATAK TOABKO 3a MPeAeIaMui KOHTPONTHPYEMOit 30HbI
2. BO3MOKHOCTE CAMOCTOATENLHO OCYILECTRIATE co3anne crnoco0oB arak, Mol o-
TOBKY H [IDOBEACHHME aTaK B Ipejesax KOHTPOIHPYEMOii 30HbL, HO 6e3 (puzngeckoro
AOCTyna K annapaTHeiM cpencrsam (aanee - AC), na KOTOpBIX peahuszoBanbl CK3U u
cpena ux GyHKLUHOHHPOBAHHS |
3. BO3MOKHOCTB CAMOCTOSTE/ILHO OCYIHECTBISTH cO3/aHHe Crocobos arak, MmojuIo-
TOBKY M TIPOBEJCHHUC aTaK B NPeenaX KOHTPOIUPYEMOH 30HBI ¢ (PU3HUCCKUM J0CT V-
noM k AC, Ha kotopsix peannzopann CK3U u cpejia uX GYHKUHOHHPOBAHUS
4. BO3MOXKHOCTH NPUBJIEKATH CHELHMAIHCTOR, MMEIOLIMX OMBIT Pa3spaboTKH W aHa 24
CK3H (Bkiovas crneumaiuetos B 061acTi aHammusa CHIHAIIOB JIMHEHHOH nepenayn i
CHIHAJIOB 11000YHOTO 2JIEKTPOMATHATHOIO n3nyuenus ¥ Hasoaok CK3H) 12
5. Bo3MOKHOCTL NpHBIEKATH CHELHATHCTOB. HMEIOUIMX ONBIT pazpaboTK ¥ aHamiza ' Her
CK3H (Bxmoas cnenmannctos B o0acTi HCIIOJIL30BAHMA [UIS peain3aluy aTtaK 1e- |
AOKYMEHTHPOBAHHLIX BO3MOKHOCTEH NPHKIAAHOTO NPOrpaAMMHOLO obecneyenns)
6. BO3MOKHOCTb NIPUBAEKAT CICUHATHCTOB, MMEIONHX OMBIT pazpaboTku u anamusza | o
CK3H (Bkmouasi cneuuanncTos B 061acTH HEIONb30BaHUS JUIS peasin3alliy aTak ie- :




1

AOKYMCHTHPOBAHHBIX BO3MOXKHOCTEH aniapaTtHoro W MPOrpaMMHOIO KOMIOHEHTO:
cpeanl pyskuuonuposanus CK3M)

3.8. B cootBercTBUM ¢ 0GOGIIEHHBLIMH BO3MOMKHOCTAMM HMCTOY I OB 4TAK
(rabmuua 1) onpejeneHsl [ABe aKTyalbHbie YTOMHEHHBIE BO3MOKHOCTH HapyiuTe-
Jlel W HanpaBleHMs aTak (COOTBETCTBYIOLIHE aKTyasnbHbie yrposwmi jns [C)
(Tabmuua 2).

Tadnuna 2
YTOUHEHHBIE BO3MOKHOCTH | AKTYQIBHOCTH HC- ObBocHoBanue oTcyTeThIH
HApYLIHUTENIeH 1 HANPABICHUS | MOAB3OBAHMS (NPH-
aTak (COOTBETCTBYIOIIHE MCHECHHS) 1UTd 10-
aKTyalIbHBIE YIPO3bi) CTPOCHHS M peasin-
3alMK aTaKk
SRR
1 2 3 |
1. Ilposesenue araku npu na- | Heaktyansio [IpoBostes paGoThl o moATON Y 110 )y0-
XO)KIICHHHNB peacax KOHTp- HAJIa; NpeCTABUTEIH TeXHM e 1N, 00-
OJIMpYEMOH 30HBI CIYMHBAIOIIMX W JPYTHX BCITOMG 11~

TEJBHBIX ¢ty k0 npu pabore B 1oveie-
HHAX (CTOMKAX), I'/1€ pactonoke L
CK3H, u coTpyAHHKH, HE SBI91011111¢0H
nonszoBarensmu CK3U, vaxoiicy &
ITHX HOMEIIEHHAX TOJIBKO B 11110y -
CTBHH COTPYIHHKOB 110 9KCI1 1V 4111111

COTPYAHUKH, ABJISIIOUTHECH 110711101 11¢-
Jsmu UCTTJIH, Ho He sBasron o 1 )-
asszoBatensamu CK3U, npoundiopvinpo-

BaHbI 0 npasuiax padorer B U111
OTBETCTBEHHOCTH 3a HECOOIO, 1011/
npasui odecnevyeHus Gezomaci oo -
(opmanum; nomszosaremn CL -
HH(YOPMHUPOBAHLI O [PABAIAN [ 0 11 1
WUCTI1, npasunax paboter ¢ (10117 4
OTBETCTBEHHOCTH 3a HECOOmO 01
npasui1 obecnevyenus Gezomac o -
(opmaru; noMeIeHus, B K010
pacnonaraiorcs CK3HU, ocnanici
BXOJIHBIMH JIBEPBMH C HAJENHK! || 111 [ [~
KamH, 00eCneveHo NOCTOSHHO 11 -
THE JABCPEH MOMELICHH Ha 300 | 1X
OTKPBITHE OCYUICCTBIAACTCH T0. 11 1 L1g
CaHKIHOHHPOBAHHOTO MPOXO/10
YTBEP/KICHBI NIPABHIIA JOCTYTI! (pa \ro-
HieHus, rae pacnonaratores o0
pabouee n Hepabouce BpeMst, o i
HEIITATHBIX CHTYAIUAX;

YTBEPXKICH IIepeYCHb JIUI, HME i
NpaBo JOCTYIA B [IOMEICHHS, | | ¢~
nonaraworcs CK3U;




o

3

OCYIUECTBIIACTCS pa3srpaHHYCHH ||
KOHTPOJIb JIOCTYIIA NOMB30BATEN || K 3~
IIHIIAEMBIM pecy peam;
OCYIICCTBISACTCS PErHCTPALHSA 1l Ve
JeiicTBui nonk3osareneii ¢ [1)] OCy-
IHECTBJIACTCH KOHTPOJIb HENOCTH ¢ 1|
CpeacTs 3amuTel; Ha APM u cepricy v,
Ha KOTOPBIX ycraHosiaensl CK3) 1 | -
MOJIBL3YIOTCH cepTHdUIMpoBann '« 31
OT HECAaHKLUMOHHPOBAHHOTO JIOC| \ 114
(manee - HCJ);

HCTIOJIB3YIOTCS CepPTHOHUMPOBa: |11
CPe/ICTBA AHTUBHPYCHOM 3aimuTi

cpesners UCIIIH, orpannuen-
HOEC MepaMH, peann30oBanHbl-

2. IlpoBejsienue atak Ha Htane Heaktyansho [poBoasTes paGoTs! 10 MOAGOP: | 0-
akcmyarauuu CK3H ua cie- HaJ1a:
Ayroume 00beKThI: J0KyMeH- Aoxkymentauns na CK3U xpanu: - y or-
raunio na CK3H1 u kommnonen- sercrBeHHoro 3a CK3U B metan. 1 c-
ol CD; noMenienus, B Koto- CKOM cefidpe;
PhIX \naxonmcn COBOK"'"_' TIOMEUICHHA, B KOTOPBIX PacIoli ' rcs
HOCTD POTPAMMHBIX . TEX- AokyMmenTanus na CK3M, CK3U -
uw{ecxpfx SHEEELOR C"CT?_M noweHThl CP, oOcHAMEHBI BXOAH! |-
00paboTkH AaHbIX, C10c0G- JABEPbMH C HAJACIKHBIMHU 3aMKaMl .« oc-
::{':*)(l)):nt?r' ::ﬁ":::gcgic?;;:“o' NEYCHO MOCTONHHOE 3aKPBITHE 11 i

% NOMEIICHHUI Ha 3aMOK, M X OTK, | i1¢
c‘peucm Bbl'—lHCJ‘IHT?JIbHOH OCYIIECTBIACTCS TONBKO JUIS Callii1110-
TexHuku (nanee - CBT) u Ch HHPOBAHHOTO POXOA:

YTBEPHKICH NEPEUCHb JIHIL, HMEK
- NPaBo AOCTYNA B NOMEIICHUS o

3. [onyuenne B pamkax npej- | AKTyanbHo
OCTABACHHBIX MOJTHOMOYHIL, a
TAK/Ke B pesylibTate Habmo-
Aenui caeayomei nudopma-
UHH: CBeACHHI 0 pusnueckux
Mepax 3amuTel 00LEKTOB, B
KOTOPBIX pasMeIleHbl pecyp-
Cbl HH(pOPMALHOHHOIT cHeTe-
MBI;
CBCJICHHI 0 Mepax 1o odecne-
YCHHIO KOHTPOJIHPYEMOI 30-
HbI 00BEKTOB, B KOTOPBIX pa3-
MEUIEHBI pecypesl nHbopma-
[IHOHHOH CHCTEMBI;
CBEJICHHIT O Mepax 110 pasrpa-
HHYCHMIO JIOCTYNA B oMelie- 74
HHS, B KOTOPBIX HAXOAATCS
CBT, Ha koTophix peaninzosa-
1l CK3WM u Cd 3 ||
4. Ucnonb3osanue mratibix AKTyalIbHO
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o

MH B HHYOPMAIHOHHOIT Cii-
CTeME, B KOTOPO# HCITOTh-
syercs CK3U, u nanpasnen-
HbIMH Ha npeoTBpalenue u
HPECEYCHHE HECAaHKIMOHNPO-
BAHHbIX JeHCTBHIH

5. Dusnyeckuii A0CTYN K
CBT, na koropeix peanusosa-
Hbl CK3U u CP

Heakryanpno

lposomsres paGors mo noadopy 11epeo-
Hasa;

TIOMCIIEHHA, B KOTOPBIX pacronariorcy
CBT, na kotopsix pacnonaraiorcs

CK3U u Cd, ocnamenss BXOJIHEINM i
ABCPbMM ¢ 3aMKaMu, obecneynsacres
HOCTOSHHO® 3aKpBITHE ABEPeH 1oMele-
HHIT HA 3aMOK M MX OTKpBITHE TO |/ -1\

AU CAHKIMOHHPOBAHHOTO MIPOX( | = |

6. Boamoxuocts BO3CHCTRO-
BaTh Ha annaparHbie KOMIIo-
HenTsl CK3U u C, orpamu-
HCHHAsA MepaMu, peanniosay-
HBIMH B HHpOPMALHOHHO]
CHCTEME, B KOTOPOH HCMOIB-
syercst CK3U, u HanpasJjicH-
HBIMH Ha NpeoTBpaleHne 1
MPECEYEHHE HeCAHKLIMOHUPO-
BAHHBIX JIeHCTRHIT

Heakryansho

[Iporoasites paGort o noadopy 1 eo-
HaJa;

TIOMEIIEHHSA, B KOTOPBIX PacIioNal oTces
CK3U u CO, ochaiens BXOIHBIM 1
ABEPLMH € 3aMKaMH, obecrieunpa 1oy
TIOCTOAHHOE 3aKPhITHE ABEPEif 1101 110w
HHH Ha 3aMOK H ux OTKPBITHE TO . ()
AT CAHKIMOHHPOBAHHOTO NIPOX0 /[ 1°

TIPEACTABUTENH TEXHHYECKHX, 00¢ | VIKH-
BAIOLIMX 1 JIPYIHX BCHOMOTATEN! |, x
¢yn® npu padore B momemens
(croiikax), rue PACITOIOKEHBI KO [10)-
HeHThl CK3U u Cd, g COTpYAHIt I (¢
ABJAIOIINECS nosb3osarensimy ||,
HAXOJATCH B 9THX MOMELIeHMAX T 1)
B IIPHCYTCTBHH COTPYIHHKOB 110 11
CIulyaramnum

7. Cosznanne crnocodos, noj-
I'OTOBKa W NpOBeIeHMe aTak ¢
[IPHBJICYCHHEM CIICNHAIIMCTOR
B o0nacTy ananusa CHI'HAJIOB,
CONpoOBOKAatOmMMX (yHKIHO-
hnposanne CK3U u CO, i 5
00J1acTH HCNONB30BAHMS Juis
peannsaimu arak HJIB npu-
KiaazHoro [10

Heaktyanbno

He ocymecrpusercs 0bpaborka crese-
HHH, COCTaBAAIOMIX FOCYIAPCTE: ! 11vio
Taiiny, a TakKe HHBIX CBEACHHI, |

PBIC MOTYT IIPE/CTABNATS HHTepe
PCUTH3AIHHE BOIMOKHOCTH;

BRICOKAS CTOMMOCTB M CIOWKHOCT!, | 11
T'OTOBKH peanu3aiim BOSMOKHOC T 11
NIpOBOASATCS paboThl 10 onGopy 1+ ‘peo-
Haja; '

[OMCINEHHS, B KOTOPBIX pacrona’ 'y
CK3U u Cd, ocnamens BXOJHBI'
ABCPLMH € 3aMKaMu, 00eCIIeUnBa. %
TIOCTOAHHOE 3aKphITHE ABEpei né:. He-
HHIi Ha 3aMOK H UX OTKPBITHE TO! 1110,
AU CAaHKIMOHUPOBAHHOTO MPOXO
NPEACTABHTECNH TEXHUYECKHX, 00 /3111~
BAIOLIMX H APYIHX BCIIOMOTraTeN L. /|
ciyx0 npu pabore B nomemenns
(cTofikax), rae pacnonoxkens: ko -
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HenTsl CK3U u Cd, u corpymami 1. 11¢
ABJsOmKecd noas3oparensmu CL 1,
HAXOATCA B ITHX HOMEIUEHHSX TO KO
B IIPUCYTCTBHH COTPYAHHUKOB IO HK-
CIUTyaTalHH;

OCYIIECTBIISCTCS Pa3rpaHUYCHHE |1
KOHTPOJIL J0CTY 1A MOAb30BaTeNne 1~ -
HIHIAEMbIM pecypeam;
OCYHIECTBIIACTCS PETHCTPALMS H Y |
JEeHCTBHIT NOJIB30BaTEICH:;

Ha APM u cepsepax, Ha KOTOPBIX \ ¢ Ta-
nossiensl CK3U: ucnonesyrores cepru-
(unuposanusie C3U or HCJI; uc:10711,-
3YIOTCS CEPTHOHIMPOBAHHBIE CPC 1101
AHTHBHPYCHOM 3alINTEI

8. Ilposenienne naboparop-
HbIX uceneaosannii CK3HU,
HCIIONIB3YEMbIX BHE KOHT]-
OJIUPYEMOM 30HBI, OTPAHHYEH-
HOE MEpaMH, peain30BaHHbI-
MM B HHPOPMAMOHHOH CH-
CcTeMe, B KOTOPOit MCIIOIb-
syercs CK3U, u nanpasien-
HbIMH Ha IPEAOTBpalleHHE |
NPECEUCHHEe HECAaHKIIHOHHPO-
BAHHBIX JICHCTBHI

HeakryaibHo

He ocymecrsisiercst oGpaGorka ¢ii -
HHI, COCTABIAIOLIMX TOCYIapPCTBE! V10
TalHy, a TAKKE WHBIX CBEICHHH, KU1 0-
Pbi€ MOTYT NPE/CTABIAThL HHTEPEC /L1
peajn3alii BO3MOKHOCTIH,

BBICOKas CTOMMOCTD M CIIOJKHOCTL | 1 (-
FOTOBKH peann3aiiii BOZMOXKHOC!

9. llposenenne pabor 1o cos-
JIQHUIO CIIOCOOOB M CPe/ICTB
aTaK B Hay4YHO- HCCIIe0Ba-
TEJIBCKHX HEHTpax,

CHCHHATUUPYIOLIHUXCS B 00-
JIacTH pa3paboTkH ¥ aHaiM3a
CK3H u COD, B Tom uncie ¢
HCIIONBL30BAHMEM HCXOAHBIX
TEKCTOB BXojsuero 8 CMd
npukiaguoro 10O, nenocpen-
CTBEHHO HCIIOJIB3YIOIIETO Bhi-
30BBI IPOIPAMMHBIX (DYHKIHH
CK3H

Heaktyansno

He ocymecrsasiercs oGpadorka crie re-
HUH, COCTAB/IAIOUINX TOCY IAPCTBE ! V10
TAHHY. & TAKIKE UHBIX CBEJICHHM, 1 1 -
pbIE MOTYT NPE/ICTABIATH HHTEpe: | 4
pealiH3aliy BO3MOKHOCTH;

BBICOKAsA CTOUMOCTH H CIIOKHOCTEL |1 /(-
FOTOBKH peajn3aiiyd BO3MOKHOCT !

10. Coznanne cnocobos, noj-
rOTOBKA U NPOBEJIEHHE aTakK ¢
NPHBJICUCHHEM CHELMAIHCTOB
B 00JIACTH HCTIOJIB30BAHUSA
Juia peanuszanmu atak HJIB
cucremuoro 110

HeaxryaiibHo

—

He ocymecrsisierces obpadorka ¢ ie-
HHI, COCTaBISIIOIHUX I'OCY AAPCTBCI 1Y 10
TalHY, a TAKXKE MHBIX CBEJICHHH, K01 -
PbI€ MOTYT NPEJICTABIATL HHTEPE: 11l
peanu3allii BO3MOXKHOCTH;
BBICOKAs CTOMMOCTD H CHOKHOCTS 111/1-
IOTOBKH Peau3aliii BO3MOKHOCT!!
npoBojsTes paboTel o noabopy 11 roo-
Hana;

MOMEUIEHHS, B KOTOPBIX PacmoJiar:  vres
CK3H u CO, ocnainens BXOIHLM
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JABEPLMH € 3aMKaMmu, obecrieunBac o
MOCTOAHHOE 3aKPLITHE JBEPE MO 0 111¢-
HHH HA 3aMOK H UX OTKPBITHE TO:I | )
AN CAHKIMOHUPOBAHHOTO MIPOXO;1(!
IIPEACTABUTEIIH TEXHHYECKHX, 00C 1\ i~
BAKOIIHUX U JIPYIHX BCIIOMOTATEN b
ciyx0 npu pabore B mOMEIEHHUs X
(cToiikax), re pacnomoKeHsl Koy /1-
HeHThl CK3U u Cd. ¢ COTPYAHMK! (¢
ABIAIOIMECH nosab3zosarensamu C17 0|
HaXOASATCS B YTHX IOMEIIEHHUAX T¢ KO
B IPUCYTCTBHH COTPYJIHHKOB 110 )+ -
CIIyaTaluM:

OCYLIECTBIACTCS pa3srpaHHyeHuc |-
KOHTPOJIb AOCTYIIA [TOIB30BATENC] 1~ 3:1-
IHILAEMBIM PECypeam;
OCYIHECTBIIAETCA PEIUCTPALHS Y °
ACHCTBUH NONIb30BaTENCH;

Ha APM u cepsepax, na KOTOPBIX ' ¢ 11-
nosaenst CK3U, ucnonbsyiores cop -
$unmposanusie C3M or HCJI; mer i .-
3YIOTCS CePTH(PHIMPOBAHHbIE CpC |
AHTHBHPYCHOM 32101 TH

1y
ol

CTBOBATH Ha JII00bIE KOMITO-
HenTel CK3U u CO

I

I'l. BosmoxkuocTs pacniosa- Heakryansho He ocymectsasercs o6paborka ¢ -« -
raTh CBEIACHHAMH, COIepiKa- HUH, COCTABIMIONNX FOCY IAPCTBE ! 1110
HIMMHCS B KOHCTPYKTOPCKO# TaiHYy, a TAKIKe HHBIX CBEIEHHI, I (-
AOKYMEHTaLlMK Ha annapar- PBIC MOTYT NIPE/ICTABNATE MHTEpEC 1
HBIC H NPOrpaMMHbIE KOMIIO- peaiH3aluy BOIMOKHOCTH

HeHTh CO

12. BosmoxHocTh Bo31€ii- Heakryansno He ocymecrenserces o6paborka ¢ ro-

HHH, COCTABISIONINX FOCYZApPCTB 114 10
TalHY, & TAKKE HHBIX CBEJICHHH, 11+ -
PbI€ MOTYT NPEACTABAATH HHTEPE: 14
peaM3aumy BO3MOIKHOCTH

4. Onpeneneﬂue AKTYaJIbHBIX Yrpos Oe3zonacHocTu MEPCOHAJIBHBIX OaHHL! . 12
HH(bOpMaLlHOHHbIX CUcTeMax [NE€PCOHAJIBbHBIX JIAHHBIX

4.1. Ha ocHoBe npoBesensoro ananusa Ganka JAaHHBIX Yrpo3 6e3oma o
HH(pOpMaLnK (www.bdu.fstec.ru) ¢ yuérom CTPYKTYPHO-(DYHKLHOHANBHBIX <apaK-
TepucTuk Tunoseix MC, a raike npumensieMbix B HuX HHPOPMALMOHHBIX TE 110710~
rHii 1 ocobeHHOCTe (ynxkunonnposanus, 8 UIC MAJIOY a/c Nos «Mopsiyor > Trith
AKTYJIbHBI Clieftytoume yrposbi 6esonacHoctu MCIT/Lu: ye

YBW.3 Yrposa ananusa KPHITOrpaHuIecKuX aaropuTMOB M HX peamus g

YBW.4 ¥Yrposa annaparnoro cOpoca naponst BIOS:

YBU.6 Yrposa sueapenns kona uin JaHHBIX;

YBW.7 Yrposa sosaeiicteus na IpOrpamMMBbl € BHICOKMMH [IPUBHIICTHS) |-

YBH.8 Yrposa Boccranonenus ayTeHTH(PUKALMOHHON H(OpMaLHK:




YBH.9 Yrpo3za sBoccranosnenus npeablay e ysa3sumoii sepcuu BIOS:

YBH.12 Yrposa aecTpyKTHBHOrO H3MeHeHHS KOHQUIypamuu/cpess o pyice-
HHS [1pOTpamMm;

YBU.13 Yrposa aectpykrusHOro HCIIOIE30BAHUA ACKIADUPOBAHHOTO ()V11K-
uuonana BIOS;

YbU.14 VYrposa miurensHoro YACPAAHUST BBIYHCIUTENLHBIX PECypcorn 110-
Nb30BaTeISIMHU;

YBU.15 Vrposa goctyna k sammiaempinm (haiiniam ¢ MConb30BaAHHEM v -
HOI'O MyTH;

YBU.16 Yrposa goctyna K jokanbHbM (aiinam cepsepa npu nomomy 11121 -

YBU.17 VYrposa Aoctyna/nepexsara/usmenenus HTTP cookies;

YBW.18 Vrposa sarpysku uemraruoii ONEePaLHOHHOH CHCTEMBI;

YBU.19 VYrposa sapaxenus DNS-kerna;

YBU.22 Yrposa u36bITOYHOrO BhIICICHUS OIIEPATHBHON NaMsTH;

YBU.23 Yrposza usmeHeHHS KOMITOHEHTOR CHCTEMBI;

YBWM.26 Vrposa uckamkenus XML-cxembr;

YBH.27 Yrposa uckakeHus BBOIMMOIl BLIBOAMMON Ha nepudepuitiinic yve-
TpokcTBa uHMGOpMau;

YBH.28 Vrposa ucnonszosanus aJIbTCPHATHBHBIX NyTel AOCTyma K pecyp-
cam;

YBU.30 Vrposa ucnionszopanus HHpOpMaLMK HAeHTH(UKAHK/ ayTenTihu-
Kalmnu, 3aJaHHOH 110 YMOIYaHHIO;

YBU.31 Vrposa ucnons3osanus Mexanuzmon ABTOPH3ALIMM JUIS TIOBL!!!! 11115
NPUBHIICTHI;

YbHM.32 Yrposa ucnons3oBanus nouiensHpix HpoBLIX noanuceit BIOS:

YBH.33 Yrposa ucnons3oBanus crabocreii KOAUPOBaHUsl BXOJHBIX JIa1l1i61;

YBW.34 VYrposa ucnoassosanus cradocreii MPOTOKOJIOB CETEBOI0/ JIOK 111110~
ro obMeHa JaHHBIMHU;

YBH.36 Vrpo3a uccienoBanus MexaHusMos paboThbl POrpaMMBI;

YBW.37 Yrposa uccnenosanus NPHIOKCHUS Yepe3 OTYETHI 00 oubKa s

YBW.39 Yrposa ucuepnanus 3anaca KJI1o4eH, HeOOXOAMMBIX JUls OGHO! 111115
BIOS;

YBU.41 Vrposa mexcaiitoBoro CKPMIITHHIA;

YBH.42 Yrposa mMexcaiiToBoii noaesnku 3arnpoca;

YBW.45 Yrposa napymenns uzomsimnu cpejibl ucnonnenus BIOS;

YBU.49 Yrposza napymenus nenoctaocTty JaHHBIX Kela; -

YBU.51 Vrposa neBosmoknocTy BOCCTAHOBJICHHUs ceccuu padoTel Ha |12\
TPH BBIBOJIE M3 IPOMEKYTOYHBIX COCTOSHUI MUTAHUSL:

YBU.53 Vrposa HeBO3IMOKHOCTH YNpaBICHUs NpPaBaMH  [ONB3QEB: ¢ ol
BIOS:

YBH.59 Vrposa HEKOHTPOIMPYEMOro pocTa YMC/a 3ape3epBUPOBAHHEIX 1111-
HUCIHUTENIbHBIX PECYPCOB;

YBH.62 Yrposa nekoppekTHoro HCTIOIB30BaAHMS TIPO3PAYHOTO MPOKCH- 1711 0-
Pa 3a cy€r muiaruHoB Gpaysepa; 5



YBH.63 Yrpo3a HeKOPpPeKTHOro HCNONb30BaHUs (ByHKIHOHANA MpOrpaMMHO-
ro obecne4yeHus;

YBH.67 Yrposa nenpaBoMepHOro 03HAKOMICHHS C 3allMIAEMOi uHdopya-
LIUEH;

YBU.68 Yrposa nernpaBoMepHOro/HeKOPPEKTHOTO HCITOIb30BAHUS HHTED(eii-
ca B3aUMOAECHCTBUS ¢ TIPHIOKEHUEM;

YBH1.69 Yrposa HenpaBoMepHbiX AeHCTBHI B KAHANAX CBS3H:

YBW.71 Yrposa HecaHKUHOHMPOBAHHOIO BOCCTAHOBJICHMUS YAQNEHHOIT 111 11-
aemMoi uudopmamu;

YBH.72 Yrpo3a HecaHKLHOHHPOBAHHOTO BBIKIIOYSHUS MM 0OX0MA ME 11 /13-
Ma 3aluThl 0T 3anucu B BIOS:

YBWU.74 VYrpoza HecaHKUHOHHPOBAHHOIO AOCTYNA K ay TeHTHOHKALII 011110
UHpOpMaLUK;

YBU.86 Yrposa HecaHKLUMOHMPOBAHHOIO M3MEHEHMs ayTeHTH(PHUKAL! 1110
HH(pOpPMALHH;

YBHU.87 VYrpos3a HecaHKUMOHMPOBAHHOIO MCMONB30OBAHMS NPUBHIIETH )11 1]-
HbIX QyHkuuii BIOS;

YBW.88 Vrposa HecaHKUMOHHPOBAHHOTO KOIMUPOBAHUS 3aLUINAEMOii 1111 hon-
Mal|u;

YBU.89 VYrposa HecaHKLMOHMPOBAHHOTO pelaKTHpOBaHUs peecTpa;

YBH.90 ¥Yrposa HecaHKIMOHNPOBAHHOTO CO3AHUS Y4ETHOM 3amUCH 1101130~
BaTeJis;

YBH.91 Vrpo3a HecaHKUHMOHMPOBAHHOIO y/ANEHHs 3allHIAeMOi HH()0pMma-
LHH;

YBH.93 Yrposa HecaHKLMOHUPOBAHHOTO YIIpaBICHHUS! Oydepom;

YbHN.94 Yrposa HecaHKIIMOHUPOBAHHOTO Y IPaBIEHUS CHHXPOHHM3anHeli 1t co-
CTOSIHHEM;

YBH.95 Yrposa HecaHKIIMOHHPOBAHHOTO YHIpaBJICHHS yKazaTessiMH;

YBW.98 Yrposa oGHapyskeHHs OTKPHITBIX IOPTOB U WJICHTH(DUKALHI 11112 91=
3aHHBIX K HEMY CEeTeBBIX CIYKO;

YBU.99 Yrposa obHapykeHns XOCTOB;

YBH.100 Yrposa o6xo0s1a HEKOPPeKTHO HACTPOSHHBIX MEXAHH3MOR ayTenTi-
bukatmu;

YBH.102 Yrposa onocpe/i0BaHHOro ynpasieHus TPYNIOH MporpamMm cnes
COBMECTHO HCIIOJIb3yeMBbIe JJaHHbBIE;

YbH.103 Yrposa onpeaenetus THIOB 00BEKTOB 3AIUTHI

YBH.104 Yrposa onpejienienus Tononornu BoIMUCIHTEbHOM ceTH;

YBU.107 Yrposa oTKIIOYEHUS KOHTPOIBHBIX AATYHKOB;

YBU.109 Yrposa nepeGopa Beex HacTpoek u napaMeTpoB MPHUIIOKEHHS! ;

YBU.111 Yrposa nepeauu AaHHBIX 110 CKPBITHIM KaHATAM;

YBU.113 Vrposa nepesarpysku annapatHbix M OPOrpaMMHO-aN a1 11X
CPE/ICTB BBIYHCAUTENbHON TEXHUKH;

YBU.114 Yrposa nepenoiHeHus 1en04ucIeHHbIX MePEMEHHBIX;

YBU.115 Yrposa nepexsara BBOAUMOI U BBIBOJUMOI Ha nepudepuiinnie ye-




TPOHCTBa HHOPMALINK;

YBU.116 Yrposa nepexsara ganHbIX, [IEPEIaBaeMbIX MO BBIYUCIATEN IO ]
CeTH;

YBH.117 Yrposa nepexsara NMPUBHICTUPOBAHHOIO MOTOKA;

YBU.118 Yrposa nepexsara NPHBHIICIMPOBAHHOIO Mpoliecea;

YBU.121 Yrposa noBpexaeHns cucreMHOro peectpa;

YBH.122 Vrposa nossimenus MPUBUIIETHA;

YBH.123 Vrposa nop6opa napous BIOS;

YBW.124 Yrposa noanenku sanuceii KYPHAla perucTpalu CoOOBITHIA:

YBH.127 Vrposza noamensi neiicTsus nojp3oBarens nyTém obMaHa;

YBW.128 VYrposa noamens: JAOBEPEHHOI0 MOJIL30BaTENS

YBU.129 Vrposa noamens PE3EPBHOI KOMUM [POrPAMMHOI0 06ecre criis
BIOS;

YBHM.130 Yrposa noamens COEPAKUMOIrO CETEBBIX PECYPCOB;

YBH.131 Yrposa noamensi cyObeKTa ceTeBoro focTyna;

YBU.132 Vrposa nonyuernus fNpeasapuTesbHON uHPOpMarui 06 06beTe 3a-
IMTBI;

YBU.139 Vrposa npeogonenus (pusnyeckoii samThr;

YBH.140 Yrposa npuseaenus cucrems: s COCTOSIHHE «OTKa3 B 00CIvuciina-
HUWY,

YBHW.143 Yrposa nporpammuoro BBIBEJICHHS U3 CTPOS CPEJICTB XpaHeH 14, 06-
paboTku u (uau) BBOJIa/BBIBOJIA/epeiaun uupopMarum;

YBH.144 Yrposa nporpammuoro cOpoca naposns BIOS:

YBU.145 Yrposa nponycka IPOBEPKH LEJOCTHOCTH MPOTrPaMMHOr0 00ece-
YEHMHH,

YBH.149 VYrposa c¢60s 06paboTky crieuansHem 00pa3soM M3MEeHEHHLIX ()aii-
JI0B;

YBH.152 Yrposa ynanenus ayTeHTHPUKAUHOHHON HH(OPMALM;

YBU.153 Yrposa ycuneuns Bosueiictsus Ha BBIYHCIIMTENIBHBIE PECYpChl 110-
TTB30BaTE/ICH [IPH NOMOILM CTOPOHHUX CepBEPOB;

YBH.154 Yrposa ycraHosku YSA3BUMBIX BEPCHH OOHOBJICHHS MPOIpar: 111010
obecneyenus BIOS:

YBU.155 Yrposa yTpaTsl BEIYHCIHTEBHBIX pecypcos;

YBU.156 Yrposa yrparsr HocuTeneii nHpopmanmu;

YbW.157 Yrposa dusuueckoro suiBesenus uz CTPOS CPEACTB XpaHer 1, of-
paboTku u (uiau) BBOIa/BBIBOIA/TIepe 1avun uHpopmanmu;

YBH.158 Vrposa dopmariposanus nocureneii uHpopmauu;

YBU.159 Vrposa «popenposannoro BeO-Opay3unray;

YBH.160 Yrposa xuienus cpeacrs XpaHeHus, 00paboTKH U (MIH) BBO11/B1I-
BOJa/nepeiaun uHbopMmarmu; "

YBU.162 Yrposa skenayarauum UH(POBOH MOANMCH IPOrPaNMMHOro 1 11:

YBU.163 Yrposa nepexsata HckmoueHus/CHIHATA U3 TIPUBHIETHPOBIIHOTO
O0ka dyHkumii;

YBU.167 Yrposa sapaxenus KOMIILIOTEpA MPU MOCELIEHUH HeOIaro i/ i k-



HBIX CalTOB;

YBH.168 Yrposa «kpaxi» y4&THOI 3anucH AOCTYIIA K CETEBBIM CEPBIICin:

YBU.170 Yrposa HenpasomepHOro wnpposanus uHGopmari;

YBU.171 ¥Yrposa CKpHITHOTO BKTIOYEHHS BBIYHCIHTENBHOIO ycrpoiicisa B
coctaB 60T-ceTH;

YBU.172 Yrposa pacnipocTpateHus «nouToBbIX YepBein;

YbH.173 Yrposa «cniama» BeG-ceppepa;

YBU.174 Yrposa «dpapmunray;

YBHU.175 Yrposa «pummnray:

YBU.176 Yrposa uapyuuenus TEXHOJOTHYECKOrO/IPOU3BO/ICTBEHIONO 11D0-
Liecca u3-3a BpPEMEHHBIX 3a/IEPXKEK, BHOCHMBIX CPECTBOM 3aLHThI;

YBU.177 Yrposa HenoaTBep)I8HHOIO BBOJA JaHHBIX OINEPATOPOM B ClHCTe-
MY, CBA3aHHYIO ¢ 0€30MacHOCThIO;

YBH.178 Yrpos3a HecaHKIMOHHPOBAHHOIO UCHIOMB30BAHNS CHCTEMILI: I ce-
TEBbIX YTHIIUT;

YBHU.179 VYrposa HecaHkuuoHupoBaHHOi MOAUQPUKALIMN 3aIIHIIACMOT -
(dhopmarmu;

YBU.180 Yrposa orkasa nopcucrems! obecrieyenus TEMOEPATYPHOT'O Noivif-
Ma;

YBU.181 VYrposa nepexsara OHOPA30BBIX MMAPOJIEH B peskUMe Peniiioro
BPEMEHH;

YBH.182 VYrposa dusnueckoro yCTapeBaHus anmnapaTHbIX KOMITOHETO!:

YBHM.183 VYrposa nepexsara ynpasienus aBTOMATH3HPOBAHHOM CHCTEMOM
YTPABJICHHS TEXHOJIOIHYECKHMHU MPOLIECCaMM;

YBU.185 Yrposa HecaHKUHOHHPOBAHHOIO H3MEHEeHHs napamMeTrpoB Hac 1 pO-
KH CPeJICTB 3alUThl MHOPMALIUHK;

YBH.186 Yrposa BHeapeHus BpeoHOCHOrO Ko1a uepes pexsamy, cepriichi U
KOHTEHT;

YBM.187 Vrposa HECAHKIMOHHPOBAHHOIO BO3/ICHCTBUS HA CPEJICTBO 21 | [HThI
HHpopManuu;

YBU.189 Vrposa mackuposanus neiicTsuii BPEIOHOCHOI'O K0,14;

YBU.190 Yrposa BHeapenus BpeoOHOCHOIO KOJA 3a Cuer noceuien i 3apa-

KEHHBIX CanTOB B ceTH Mutepuer;

YBHU.191 Yrposa BHeapeHus: Bpe1oHOCHOTO Koa B AUCTPUOYTHB MPOTHAMM-
HOro obecneuyeHus;

YBHM.192 Vrposa uenonb3oBanns ys3suMbix BEPCHH MNPOrpaMMHOro ooecne-
YEeHHUS; ‘

YbU.193 VYrposa yteuku mndopmaumun 3a cuer MPUMEHEHHS BPE/IOHOCTIBIM
NPOrpaMMHbIM obecrieyeHHeM anropuT™MoB WHpPOBAHUS Tpaduka;

YBU.197 Vrposa xuumenus ay TeHTU()DMKALHOHHOM MHPOPMIIITH Hpe rheMer -
HBIX (aiiios cookie;

YBHU.198 Yrposza ckpeiTHOI PerucTpaluuy BpeJlOHOCHOH MporpaMmMIio!’ vyer-
HBIX 3alIUCeH aIMMHUCTPATOPOB;

YBHU.201 VYrposa yTeuky HOIb30BATENBCKMX JAHHBIX MPH UCIONTL O THHH




(ynkumii aBToMaTHUecKOro 3anmonHenus ayTeHTHQUKAUMOHHOIT HudopMaluM B
Opaysepe;

YBU.203 VYrposza yreukn HHOOPMALIMH C HE MOAKTIOYEHHLIX K CeTH Murrep-
HET KOMITBIOTEPOB;

YBHU.204 VYrposza HECAHKLIMOHHPOBAHHOTO M3MEHEHHs BpPC/IOHOCHO!] npo-
rPamMMOoii 3HaYeHHi napameTpos POTrPAMMHPYEMBIX JIOTHYECKHX KOHTPOILIC)OB;

YBW.205 Yrposa uapyuienus paboThl KOMIBIOTEPA U Giokuporanns 11oeTyna

K €rO MaHHBIM U3-3a HEKOPPEKTHOI paboThl YCTAHOBICHHBIX HA Hell CpeACT: 2alu-
ThI.

4.2. Yrposamu 6e3omnacHocTy NIEPCOHANBHBIX NaHHBIX NpH HX 06palorke ¢
uenones3oBauneM CK3U ssngrores:

4.2.1. coznaune CrnocoboB, NOArOTOBKA U NMPOBEJCHHUE aTak (c3 NMpUB’ 'IeHus
CHICHHATHCTOB B 001acTH pa3paboTky U ananusa CK3U;

4.2.2. cosnanue CnocofoB, HOArOTOBKA W NPOBEJCHHE aTa™ 1A pas i IHBIX
JTanax xusuensoro unkiaa CK3HM. K sranam sxusnennoro uukna CIKC3U ornocares:
pa3spaborka (MontepHu3anus) YKa3aHHBIX CPEJICTB, MX IPOM3BO/ICTRO, X} 11CHHE,
TPaHCMOPTHPOBKA, BBOI B DKCIIYaTALHIO (nyckoHananouneie paborhr), 9KCIITyaTa-
8025

4.2.3. npoBejieHKe aTaKH, HAXOIACH BHE MPOCTPAHCTBA, B TP /114X KO TOPOro

OCYILECTBIISETCS KOHTPONb 3a NpeGbiBAaHHEM M ACHCTBHSMM i1l |1 (wm) rpaHc-
TIOPTHBIX CpeaCTB (Aanee - KOHTPOIUpPyeMas 30Ha). ['pannueii kor1 Honmpyeinii 30-
HbL MOKET OBITh: NEPHUMETP OXpaHseMoii TEPPHTOPHH OPraHu3alll! '\ Orpan ' ioume
KOHCTPYKIIHH OXPaHAEMOr0 3/1aHusl, OXPaHAEMOH YacTH 3aHHA, BLITEAEeH! 010 [10-
MEILeHHs;

4.2.4. nposenenue Ha sranax pa3paboTku (MOAEpHH3aLMI ). 1 OH3T \ICTBA,
XpaHenus, Tpancnoptuposku CK3U u srane seona B sKcruryartarnio CIC3M (1veko-
HallalouHble paboThl) ClleAyIOUMX aTaK:

BHECCHNE HECAHKIIMOHMPOBAHHBLIX H3MeHeHuii B CK3U u (111) B KOMIIOHEH-
Thl annapaTHeIX H IPOrpaMMHBIX CPECTB, COBMECTHO © KOTOPBIN 1 11TaT! hyHK-
uxonupyior CK3HU, B cosokynnocty fIpEACTaBISIOIIHE cpey (yiicIiHOHM] BaHHUS
CK3U, kotopeie cnocoGHBI MOBIHSTE Ha BBINOJIHEHHUE Mpeabsae  1cvnx 1 CK3H

TpeOOBaHUii, B TOM YHCIIE ¢ HCMOMb30BAHHEM BPEIOHOCHBIX MPOI):
4.2.5. mpoBeseHue aTak Ha HTane akeryatauuu CK3HU na:
MePCOHAJIbHBIC JaHHbIC;
KJIIOYEBYI0, ay TeHTHOUUHPYIONIYIO | NaposbHy0 HHpOpMa 1o (17
Mporpammueie kKomnoxenTs: CK3MU:
anmnaparsele KommnoHeuTsl CK3U:
Nporpammueie KoMmnoueHTel CO, BKI0Yas nporpamMMHoe o6« 1 enie BIOS;
anmnaparHbie KoMioHeHTsl CP:
AQHHBIE, TIepe/laBaeMbie N0 KaHAIaM CBA3H:

4.2.6. nonyyenue wus HaXOMAIMXCS B CBODOJIHOM JIOC' ' 1 1ICPA' 1HKOB
(BKITFOYast m{(popmauuonuo-TencKomMyHuKaunonnme CeTH, IOCTY ! K KOTC! LIM He
OrPaHHY4€H OMNpe/Ie/ICHHBIM KPYTOM JIHLL, B TOM YHCIe HH(DOPMALHO 11110-TeNe oMMy~

HHKallmonHyto cetb «Mutepuer») unpopmanun 06 HUC, B xorop-ii “croniavercy




CK3U. Tpu sToM MOXeT GbiTh nonyuena caeayrwoumas uHpopmaius:

obwme csenenus 06 UC, 8 xoTopoii ucnonbsyercs CK3U (waznauciie, co-
CTaB, ONepaTop, 00BEKTHI, B KOTOPLIX pasMelleHbl pecypesl UC);

CBeJIeHUs 00 MH(DOPMALMOHHEIX TEXHONOIUSX, 6a3ax AanHerx, AC, 110, nc-
nons3yembix B MC coBmectho ¢ CK3U, 3a uckmoyenuem CBEIICHHUH, COJACP AIIUX~-
¢ TOJLKO B KOHCTPYKTOPCKO# JIOKYMEHTAlHU Ha MH()OPMALHOHHEIC TeXH0/IOTHH,
Oasbl nanubix, AC, 10, ucnonezyemsie B UC copmecto ¢ CK3U;

COACPAHHE HAXOMSALIEHCS B CBOOOIHOM JOCTYIE JOKYMEHTAl !l 117 A111a-
paThbie U iporpammuble komnoHenTsl CK3U u Cd;

o0luKe cBeleHUs O 3alHLIaeMoii HH(OPMalMK, UCNONB3YeMOii B Tpoiecce
akcmuyarauuun CK3U;

CBEACHHS O KaHalaX CBA3H, 110 KOTOPBIM MEPeNaroTCsi 3amumaey i K31
NEpPCOHANLHbBIE JaHHBIE (Jlajlee - KaHaj CBSI3H);

4.2.7. npuMeHeHHe HAXOMAIINXCS B CBOBOIHOM AOCTYIIE MITH MCIIONE Y OMIIX
3a npejaenaMu KoHTponupyemoit 3ousl AC u 10, Bkmouas anraparHele i1 Mpo-
pamMmubie komnonenTsl CK3U u Cd;

4.2.8. nonyyenue B paMKax NpeaocTaBieHHbIX MOJIHOMOYHMH, a Takue B pe-
3yJnbTare HabMOACHHI cleayomei MH(pOpMALHK:

CBEICHUH O (DU3MUECKHX Mepax 3alluThi 0GBEKTOB, B KOTOPBIX Pas\icleH bl
pecypesl UC;

CBeJIeHHH 0 Mepax 1o obecreueH o KOHTPOJIMPYEMO#1 30HBI 00LEK 01, B KO-
TOpbIX pasmelleHst pecypest UC;

CBE/ICHHH O Mepax 110 pasrpaHMYeHuIo I0CTyIA B MOMEIEHHUS, B KOTONLIX HA-
xopsarest CBT, na koropeix peanusosans CK3U u Co;

4.2.9. MCnonb30BaHHE IUTATHBIX CPEACTB, OrPaHMYEHHOE Mepami!, | TH30-

BaHHbIMH B MIC, B KoTOpOI#t Henonbsyeres CK3U, u HAMpaBJICHHBIMU HA 11PCOTBPA-
[ICHHE W NIpeCeYeHHE HEeCAaHKIIMOHUPOBAHHBIX JeHCTBHI.
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